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This product update is intended for Spectrum
Technology Platform 12.2 users.

Who should apply this
update?

This product update is required for all users.Is this update
required?
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Fixed Issues

This patch fixes the following issues:

• (CDQE-71437) The View > Execution History command in Enterprise Designer was unavailable
(grayed out) for a user who was created with testRole permission.

• (CDQE-83298) A security vulnerability.

Installing on Windows

Note: In this procedure, SpectrumFolder refers to the folder where you have installed the
Spectrum Technology Platform server. For example, C:\Program Files\Pitney
Bowes\Spectrum.

1. Stop the Spectrum Technology Platform server.
To stop the server, right-click the Spectrum Technology Platform icon in the Windows system
tray and select Stop Spectrum™. Alternatively, you can use theWindows Services control panel
and stop the Pitney Bowes Spectrum Technology Platform service.

2. Back up these files to a different location:

SpectrumFolder\server\app\lib\spectrum-server-common-security-impl-12.2.jar
SpectrumFolder\server\app\lib\spectrum-server-config-core-ws-12.2.jar

3. Download the ZIP file containing the patch from the location specified in the release
announcement.
You can also download the ZIP file from the 12.0 SP2 Updates page in Spectrum Technology
Platform Updates.

4. Extract the contents of the ZIP file to a temporary location.
5. Extract the resulting ZIP file (cdq1220S30.zip) to the SpectrumFolder folder where you installed

Spectrum.

Choose to overwrite the existing files.

6. Start the Spectrum Technology Platform server.
To start the server, right-click the Spectrum Technology Platform icon in the Windows system
tray and select Start Spectrum™. Alternatively, you can use theWindows Services control panel
to start the Pitney Bowes Spectrum Technology Platform service.
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Installing on Unix or Linux

Note: In this procedure, SpectrumDirectory refers to the directory where you have installed
the Spectrum Technology Platform server. For example, /home/username/PBSpectrum.

1. Source the SpectrumDirectory/server/bin/setup script.
2. Run the SpectrumDirectory/server/bin/server.stop script to stop the Spectrum

Technology Platform server.
3. Back up these files to a different location:

SpectrumDirectory/server/app/lib/spectrum-server-common-security-impl-12.2.jar
SpectrumDirectory/server/app/lib/spectrum-server-config-core-ws-12.2.jar

4. Download the ZIP file containing the patch from the location specified in the release
announcement, and extract the contents to a temporary location.
You can also download the ZIP file from the 12.0 SP2 Updates page in Spectrum Technology
Platform Updates.

5. FTP the cdq1220S30.tar.gz file in binary mode to a temporary directory on the Spectrum
Technology Platform machine.

6. Change to the directory where Spectrum Technology Platform is installed.
7. Untar the file using this command:

tar -xvzf TemporaryDirectory/cdq1220S30.tar.gz

8. Run the SpectrumDirectory/server/bin/server.start script to start the Spectrum
Technology Platform server.
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